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April 18, 2018 

 

Important Notice for Patients of the Center for Orthopaedic Specialists 

 

 

Dear <<FirstName>> <<LastName>>: 

We recently learned that a computer system at the Center for Orthopaedic Specialists (COS) was compromised by a 

security event that affected our three facilities in West Hills, Simi Valley and Westlake Village. Malicious software 

was used to gain access to and encrypt patient data in our system in the hopes of getting COS to pay money to restore 

access to the patient data. To the best of our knowledge, your information was not removed by any 

unauthorized party as a result of this event. However, out of an abundance of caution, we are notifying all patients 

whose information was stored on the compromised system. (This letter was sent to you because you are a current or 

former patient, or because you are the legal guardian or representative of a current of former patient of COS.) 

We take the protection of your personal information very seriously. We recommend that you review the information in 

this letter for steps you can take to protect yourself against potential misuse of your information. 

What Happened 

 

A third-party technology vendor provides COS with information technology (IT) services. We recently received notice 

from the IT vendor that an unauthorized party had illegally accessed COS’s computer network. Working with the IT 

vendor, we immediately launched an investigation into the matter. The investigation determined that the unauthorized 

party began attempting to access our system beginning Feb. 18, 2018. The IT vendor indicated that the affected system 

was permanently taken offline before any patient information could be removed by the unauthorized party. 

What Information May Have Been Involved 

The patient data that was encrypted by the unauthorized party could have included your name, date of birth, details about 

your medical records, and Social Security number. 

Again, to the best of our knowledge, your information was not removed by the unauthorized party. However, out of an 

abundance of caution, we are notifying all patients whose information was stored on the compromised system. 

What We Are Doing 

We have notified federal law enforcement officials, who may choose to conduct a criminal investigation into the matter. 

We continue to work with our third-party technology vendor to address the issue, and as noted above, the affected system 

was taken offline permanently. 

As an added precaution, we are offering identity theft protection services through ID Experts, the data breach and 

recovery services expert, to provide you with MyIDCare at no cost to you. MyIDCare services include: 24 months of 

To Enroll, Please Call: 

1-888-312-0811 

Or Visit: https://ide.myidcare.com/cos           

Enrollment Code: 

<<XXXXXXXX>> 

 

 

 

<<FirstName>> <<LastName>> 

<<Address 1>> 

<<Address 2>> 

<<City>>, <<State>> <<Zip>> 

 



 
credit monitoring, dark-web monitoring, a $1,000,000 insurance reimbursement policy, educational materials and fully 

managed identity theft recovery services. With this protection, MyIDCare will help you resolve issues if your identity is 

compromised. This service is optional but we strongly encourage you to take advantage of the benefits it provides. To 

enroll please visit https://ide.myidcare.com/cos or call 1-888-312-0811 and provide the membership enrollment code 

listed above.  The deadline to enroll is July 19, 2018. 

What You Can Do 

We recommend that you regularly review statements from your accounts, including all explanation-of-benefits 

statements you receive from health care providers, and verify that all transactions were legitimate. We also recommend 

you periodically obtain your credit report from one or more of the national credit reporting companies. Please review the 

enclosure “Information About Identity Theft Protection” for instructions on how to obtain a credit report, a credit freeze, 

fraud alerts, and additional information about identity theft protection. 

For More Information 

 

If you have any questions regarding this issue or you would like further information or assistance, please do not hesitate to 

contact ID Experts at 1-888-312-0811. 

 

We are sorry that this occurred. Providing you and your family medical and related services is a privilege. We try very 

hard to earn your trust and that includes protecting your personal information.   

Sincerely, 

 
David Mast   

Chief Executive, Medical Group Foundations, Los Angeles 

 



 

Notice of Nondiscrimination and Accessibility Rights 
 
Providence Health & Services and its Affiliates

1 
(collectively “Providence”) comply with applicable Federal civil rights laws and do 

not discriminate on the basis of race, color, national origin, age, disability, or sex.  Providence does not exclude people or treat them 

differently because of race, color, national origin, age, disability, or sex.  Providence: 

 

(1) Provides free aids and services to people with disabilities to communicate effectively with us, such as: (a) Qualified sign 

language interpreters; and (b) Written information in other formats (large print, audio, accessible electronic formats, other 

formats). 

 

(2) Provides free language services to people whose primary language is not English, such as: (a) Qualified interpreters; and (b) 

Information written in other languages. 

 

If you need any of the above services, please contact the appropriate Civil Rights Coordinator below.  If you need 

Telecommunications Relay Services, please call 1-800-833-6384 or 7-1-1. 

 

If you believe that Providence has failed to provide these services or discriminated in another way on the basis of race, color, national 

origin, age, disability, or sex, you can file a grievance with Providence by contacting the Civil Rights Coordinator for your state as 

listed below: 

 

State/Service Civil Rights Coordinator 

Alaska Civil Rights Coordinator, 3200 Providence Dr., Anchorage, AK 99508, Tel: 1-844-469-1775; 

Interpreter Line:1-888-311-9127; Email: Nondiscrimination.AK@providence.org 

California Civil Rights Coordinator, 501 S. Buena Vista Street, Burbank, CA 91505; Tel: 1-844-469-1775; 

Interpreter Line: 1-888-311-9127; Email: Nondiscrimination.CA@providence.org 

Montana Civil Rights Coordinator, 1801 Lind Ave. SW, Renton, WA 98057; Tel: 1-844-469-1775; 

Interpreter Line: 1-888-311-9127; Email: Nondiscrimination.MT@providence.org 

Washington Civil Rights Coordinator, 101 W. 8th Ave., Spokane, WA 99204; Tel: 1-844-469-1775; 

Interpreter Line: 1-888-311-9127; Email: Nondiscrimination.WA@providence.org 

Oregon Civil Rights Coordinator, 5933 Win Sivers Dr, Suite 109, Portland, OR 97220; Tel: 1-844-469-

1775; Interpreter Line: 1-888-311-9127; Email: Nondiscrimination.OR@providence.org 

Senior Services 

(all states) 

Civil Rights Coordinator, 2811 S. 102nd Street, Suite 220, Tukwila, WA 98168, Tel: 1-844-

469-1775; Interpreter Line: 1-888-311-9127; Email: Nondiscrimination.pscs@providence.org  

 

You can file a grievance in person or by mail, fax, or email.  If you need help filing a grievance, one of the above-noted Civil Rights 

Coordinators is available to help you.   

 

You can also file a civil rights complaint with the U.S. Department of Health and Human Services, Office for Civil Rights 

electronically through the Office for Civil Rights Complaint Portal, available at https://ocrportal.hhs.gov/ocr/portal/lobby.jsf, or by 

mail or phone at: 

 

U.S. Department of Health and Human 

Services, 200 Independence Avenue SW., 

Room 509F, HHH Building, Washington, DC 

20201, 1–800–368–1019, 800–537–7697 (TDD). 

Complaint forms are available at http://www.hhs.gov/ocr/office/file/index.html.

                                                           
1
 For purposes of this notice, “Affiliates” is defined as any entity that is wholly owned or controlled by Providence Health & Services or 

Western HealthConnect, including but not limited to all Providence Health & Services-Washington, Providence Health & Services 
Alaska, Providence Medical Group, and all subsidiaries, facilities, and locations operated by those entities. 

mailto:Nondiscrimination.AK@providence.org
mailto:Nondiscrimination.CA@providence.org
mailto:Nondiscrimination.MT@providence.org
mailto:Nondiscrimination.WA@providence.org
mailto:Nondiscrimination.OR@providence.org
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https://ocrportal.hhs.gov/ocr/portal/lobby.jsf
http://www.hhs.gov/ocr/office/file/index.html


 

 
  



 
Information about Identity Theft Protection 

 
 

We recommend that you regularly review statements from your accounts and periodically obtain your credit report from one 

or more of the national credit reporting companies. You may obtain a free copy of your credit report online at 

www.annualcreditreport.com, by calling toll-free 1-877-322-8228, or by mailing an Annual Credit Report Request Form 

(available at www.annualcreditreport.com) to: Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA, 

30348-5281. You may also purchase a copy of your credit report by contacting one or more of the three national credit 

reporting agencies listed below. 

 

Experian:        P.O. Box 9532, Allen, TX 75013, 1-888-397-3742, www.experian.com 

TransUnion:   P.O. Box 1000, Chester, PA 19022, 1-800-888-4213, www.transunion.com 
Equifax: P.O. Box 740241, Atlanta, Georgia 30374-0241, 1-800-685-1111, www.equifax.com 

 

When you receive your credit reports, review them carefully. Look for accounts or creditor inquiries that you did not initiate 

or do not recognize. Look for information, such as home address and Social Security number, that is not accurate. If you 

see anything you do not understand, call the credit reporting agency at the telephone number on the report. 

 

We recommend you remain vigilant with respect to reviewing your account statements and credit reports, and promptly report 

any suspicious activity or suspected identity theft to us and to the proper law enforcement authorities, including local law 

enforcement, your state’s attorney general and/or the Federal Trade Commission (“FTC”). You may contact the FTC or 

your state’s regulatory authority to obtain additional information about avoiding identity theft. 

 

Federal Trade Commission, Consumer Response Center 

600 Pennsylvania Avenue, NW, Washington, DC 20580, 1-877-IDTHEFT (438-4338), www.ftc.gov/idtheft 

 

For residents of Maryland: You may also obtain information about preventing and avoiding identity theft from the 

Maryland Office of the Attorney General: 

 

Maryland Office of the Attorney General, Consumer Protection Division 

200 St. Paul Place, Baltimore, MD 21202, 1-888-743-0023, www.oag.state.md.us 
 

For residents of Massachusetts: You also have the right to obtain a police report. 

 

For residents of North Carolina: You may also obtain information about preventing and avoiding identity theft from the 

North Carolina Attorney General’s Office: 

 

North Carolina Attorney General’s Office, Consumer Protection Division 

9001 Mail Service Center, Raleigh, NC 27699-9001, 1-877-5-NO-SCAM, www.ncdoj.gov 
 

For residents of New Mexico: You may also have rights pursuant to the federal Fair Credit Reporting Act. For more 

information on the Fair Credit Reporting Act: https://www.consumer.ftc.gov/articles/pdf- 0096-fair-credit-reporting-

act.pdf 

 

For residents of Rhode Island: You also have the right to file or obtain a police report. You may also obtain 

information about preventing and avoiding identity theft from the Rhode Island Office of the Attorney General:

http://www.annualcreditreport.com/
http://www.experian.com/
http://www.transunion.com/
http://www.equifax.com/
http://www.ftc.gov/idtheft
http://www.oag.state.md.us/
http://www.ncdoj.gov/
http://www.consumer.ftc.gov/articles/pdf-


 
 

Rhode Island Office of the Attorney General, Consumer Protection Unit 150 

South Main Street, Providence, RI 02903, 1-401-274-4400, 

www.riag.ri.gov/ConsumerProtection/ 

 

Information to Monitor Personal Health Information. 
We recommend that you regularly review the explanation of benefits statement that you receive from your insurer. If 

you see any service that you believe you did not receive, please contact your insurer at the number on the statement. If 

you do not receive regular explanation of benefits statements, contact your provider and request them to send such 

statements following the provision of services in your name or number. 

 

You may want to order copies of your credit reports and check for any medical bills that you do not recognize. If you 

find anything suspicious, call the credit reporting agency at the phone number on the report. Keep a copy of this 

notice for your records in case of future problems with your medical records. You may also want to request a copy of 

your medical records from your provider, to serve as a baseline. If you are a California resident, we suggest that you 

visit the web site of the California Office of Privacy Protection at www.privacy.ca.gov to find more information 

about your medical privacy. 

 

Fraud Alerts: There are also two types of fraud alerts that you can place on your credit report to put your creditors 

on notice that you may be a victim of fraud: an initial alert and an extended alert. You may ask that an initial fraud alert 

be placed on your credit report if you suspect you have been, or are about to be, a victim of identity theft. An initial fraud 

alert stays on your credit report for at least 90 days. You may have an extended alert placed on your credit report if you 

have already been a victim of identity theft with the appropriate documentary proof. An extended fraud alert stays 

on your credit report for seven years. You can place a fraud alert on your credit report by calling the toll-free fraud 

number of any of the three national credit reporting agencies listed below. 

 

Experian: 1-888-397-3742, www.experian.com 

TransUnion: 1-800-680-7289, fraud.transunion.com 

Equifax: 1-888-766-0008, www.equifax.com 
 

Credit Freezes (for Non-Massachusetts Residents): You may have the right to put a credit freeze, also known as a 

security freeze, on your credit file, so that no new credit can be opened in your name without the use of a PIN number 

that is issued to you when you initiate a freeze. A credit freeze is designed to prevent potential credit grantors from 

accessing your credit report without your consent. If you place a credit freeze, potential creditors and other third 

parties will not be able to get access to your credit report unless you temporarily lift the freeze. Therefore, using a 

credit freeze may delay your ability to obtain credit. In addition, you may incur fees to place, lift and/or remove a 

credit freeze. Credit freeze laws vary from state to state. The cost of placing, temporarily lifting, and removing a credit 

freeze also varies by state, generally $5 to $20 per action at each credit reporting company. Unlike a fraud alert, you 

must separately place a credit freeze on your credit file at each credit reporting company. Since the instructions for 

how to establish a credit freeze differ from state to state, please contact the three major credit reporting companies as 

specified below to find out more information: 

 

Experian: P.O. Box 9554, Allen, TX 75013, www.experian.com 
TransUnion LLC:  P.O. Box 2000, Chester, PA, 19022-2000, freeze.transunion.com 

Equifax: P.O. Box 105788, Atlanta, GA 30348, www.equifax.com 

 

You can obtain more information about fraud alerts and credit freezes by contacting the FTC or one of the national 

credit reporting agencies listed above. 

http://www.privacy.ca.gov/
http://www.experian.com/
http://www.equifax.com/
http://www.experian.com/
http://www.equifax.com/


 
 

For residents of Rhode Island: To obtain a security freeze, you will need to provide the following 

information: full name, with middle initial and generation, such as JR, SR, II, III, etc.; current mailing address 

and previous addresses for the past two years; Social Security number; date of birth (month, day and year); one 

copy of a government issued identification card, such as a driver’s license, state ID card, etc., and; one copy of a 

utility bill, bank or insurance statement, etc. 

 

Credit Freezes (for Massachusetts Residents): Massachusetts law gives you the right to place a security freeze on 

your consumer reports. A security freeze is designed to prevent credit, loans and services from being approved in 

your name without your consent. Using a security freeze, however, may delay your ability to obtain credit. You may 

request that a freeze be placed on your credit report by sending a request to a credit reporting agency by certified mail, 

overnight mail or regular stamped mail to the address below: 

 

Experian: P.O. Box 9554, Allen, TX 75013, www.experian.com 
TransUnion LLC:  P.O. Box 2000, Chester, PA, 19022-2000, freeze.transunion.com 

Equifax: P.O. Box 105788, Atlanta, GA 30348, www.equifax.com 

 

Unlike a fraud alert, you must separately place a credit freeze on your credit file at each credit reporting 

company. The following information should be included when requesting a security freeze (documentation for you 

and your spouse must be submitted when freezing a spouse’s credit report): full name, with middle initial and any 

suffixes; Social Security number; date of birth (month, day and year); current address and previous addresses for the 

past five (5) years; and applicable fee (if any) or incident report or complaint with a law enforcement agency or the 

Department of Motor Vehicles. The request should also include a copy of a government-issued identification card, 

such as a driver’s license, state or military ID card, and a copy of a utility bill, bank or insurance statement. Each copy 

should be legible, display your name and current mailing address, and the date of issue (statement dates must be recent). 

The credit reporting company may charge a reasonable fee of up to $5 to place a freeze or lift or remove a freeze, 

unless you are a victim of identity theft or the spouse of a victim of identity theft, and have submitted a valid police 

report relating to the identity theft to the credit reporting company. 
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